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3apeructpupoaHo B MuHiocte Poccuu 18 aBrycta 2014 r. N 33620

®EQEPANIbHAS CNTYXXBA BE3ONACHOCTU POCCUACKOWN ®EQEPALIUN

NMPUKA3
ot 10 rons 2014 r. N 378

OB YTBEPXXOEHUMN COCTABA U COOEPXXAHUA
OPIrAHU3ALUOHHbIX N TEXHUWYECKMNX MEP NO OBECMNEYEHUIO
BE3OMNACHOCTU NEPCOHAJIbHbIX AAHHbIX NMPU NX OBPABOTKE
B MH®OPMALIMOHHbIX CUCTEMAX NEPCOHAJIbHbIX AAHHbIX
C UCNONb3OBAHUEM CPEACTB KPUNTOMPA®UYECKOW 3ALLUUTbI
MHPOPMALIUN, HEOBEXOAMMbIX A5A BbINOJIHEHUA YCTAHOBJEHHbIX
NMPABUTENIbCTBOM POCCUUCKON ®EOQEPALIUM TPEBOBAHUN K 3ALLIUTE
NEPCOHAIBbHbIX OAHHbIX ANA KAXA0ro U3 YPOBHEN 3ALLMLLEHHOCTH

B cooTtBeTcTBUM C yacTbio 4 ctatbm 19 depepanbHoro 3akoHa ot 27 uona 2006 r. N 152-03 "O
nepcoHanbHbIX AaHHbIX" <1> NpuKasbiBalo:

<1> CobpaHue 3akoHopaTtenbctBa Poccunckon deapepaumm, 2006, N 31 (4. 1), ct. 3451; 2009, N 48, cT.
5716; N 52 (4. I), ct. 6439; 2010, N 27, cT. 3407; N 31, cT. 4173, cT. 4196; N 49, cT. 6409; N 52 (u. ), cT. 6974;
2011, N 23, c1. 3263; N 31, c1.4701; 2013, N 14, cT. 1651; N 30 (4. 1), cT. 4038.

yTBEpPAUTbL NpunaraeMble CoCTaB U COAepXaHUe OpraHM3alMOHHbIX M TEXHUYECKUX Mep Mo obecrneyeHuto
Ge30nacHOCTU NepcoHarbHbIX AaHHbIX NpY MX 06paboTke B MHPOPMAaLIMOHHBIX CUCTEMAaX NepPCoHarnbHbIX AaHHbIX C
UCnonb3oBaHMeM CpPedcTB  KpunTorpadouyeckon 3awuTtel WHGOPMauUWMM, HeoGXoAMMbIX [ONs  BbINOSHEHUS
ycTaHoBneHHbIx Mpaeutenscteom Poccuiickoit denepaunm TpeGoBaHUiA K 3allMTe NepcoHanbHbIX AaHHbIX ANS
KaXkKoro 13 ypoBHEN 3aLLMLLEHHOCTU.

Oupektop
A.BOPTHMKOB

MpunoxeHune
Kk npukasy ®Cb Poccuu
ot 10 monga 2014 r. N 378

COCTAB U COOEP>XXAHUE
OPIrAHMU3ALMOHHbBLIX U TEXHUYECKUX MEP MO OBECIMEYEHUIO
BE30OMACHOCTU NEPCOHANbHbIX AAHHbLIX MPU UX OBPABOTKE
B MH®OPMALIMOHHbIX CUCTEMAX NMEPCOHAJbHbIX JAHHbLIX
C UCNONb3OBAHUEM CPEACTB KPUMTOMPA®UYECKOW 3ALLUTDI
WH®OPMALIUN, HEOBXOAUMbIX AN BbINONHEHUA YCTAHOBINEHHbIX
NMPABUTENbCTBOM POCCUUACKOW ®EOEPALIUN TPEBEOBAHUN K 3ALLUTE
NMEPCOHAINBHbIX AAHHBLIX ANSA KAXXOOro U3 YPOBHEMN 3ALLULLIEHHOCTHU

|. O6bwue nonoxeHus

1. Hactoswmin OOKyMeHT onpefenseT COCTaB W coAepXaHne OpraHuM3aumMOHHbIX U TEXHUYECKUX Mep Mo
obecrneyeHnto 06e30nNacHOCTM MNEepPCOHaNbHbIX AaHHbIX NpyU UX 0bpaboTke B MHAPOPMALMOHHBIX CUCTEMAaX
nepcoHasnbHbIX AaHHbIX (ganee - MHOPMAaLMOHHAs cucTema) C UCMOoNb30BaHWEM CPeacTB KpunTorpaduveckon
3awutbl MHGopmaumm (ganee - CK3W), HeobxoouMbIX ANs BbLINOJIHEHWUS] YCTAHOBMEHHbLIX [1paBUTENLCTBOM
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Poccuiickon ®epepauumn TpeboBaHUn K 3aLiuTe nepcoHanbHbIX AaHHbIX AN KaXA0ro U3 ypoBHEN 3aLUULLEHHOCTMW.

2. Hactodawmn poOKyMeHT npefHasHadeH Ans onepartopoB, wucnonb3ywowmx CK3UW ana obecneyeHus
©e30nacHOCTN NepcoHanbHbIX AaHHbBIX NPU X 06paboTke B MHAOPMALIMOHHBLIX CUCTEMAX.

3. [MpumeHeHMe opraHM3auMoOHHbIX U TEeXHUYECKMX Mep, OnpedenieHHbIX B HacTosweM [OKYMEHTe,
obecneunBaeT onepaTop C y4eToM TpeboBaHWI IKCMyaTaluMOHHbIX OoKyMeHToB Ha CK3W, ncnonb3yembie ans
obecneyeHnst 6e30nacHOCTU NePCOHarbHbIX AaHHLIX NPU X 00paboTke B MHGPOPMALMOHHBLIX CUCTEMAX.

4. Okcnnyataums CK3W pormkHa oOCylWecTBRATbLCA B COOTBETCTBUMM C OokKymeHTaumen Ha CK3UN u
TpeboBaHMSAMK, YCTAaHOBIEHHBLIMW B HACTOSILLLEM OOKYMEHTE, a Takke B COOTBETCTBMM C MHbIMW HOPMaTUBHbIMU
NpaBoOBbIMW aKTamu, PEryrmpyoLwmMMM OTHOLLIEHMSI B COOTBETCTBYIOLLIEN 00nacTu.

II. CocTtaB n cogepxaHne opraHM3aunoHHbIX
N TEXHUYECKUX MepP, HEOBXOANMBIX AN BbINOMHEHNS
ycTaHoBreHHbIX MpaButensctBoM Poccunckon ®enepavuinm
TpeboBaHW K 3aLnUTe NepCcoHarbHbIX AaHHbIX
Ons 4 ypoBHSA 3alUULLEHHOCTU

5. B cooTtBeTcTBUM C NyHKTOM 13 TpeboBaHW K 3aliMTe MNepcoHarbHbIX AaHHbIX Npu nx obpaboTke B
MHOPMALIMOHHBIX CUCTEMax MEepCoHanbHbIX [AaHHbIX, YTBEPXAEHHbIX MOCTaHOBNeHWeM [lpaButenscTea
Poccuinckon ®egepaumm ot 1 Hosiopa 2012 r. N 1119 <1> (manee - TpeboBaHusa K 3almTe NepcoHarnbHbIX
OaHHbIX), Ona obecneyeHuss 4 YypOBHSA 3alUMLLEHHOCTU MEepCcoHarnbHbIX [AaHHbIX Mpu KX obpaboTke B
NHGOPMALIMOHHBIX CUCTEMAX HEODXOAMMO BbINOSIHEHWUE crieayowmnx TpeboBaHUN:

<1> CobpaHue 3akoHogaTenscta Poccuiickon Pegepaumm, 2012, N 45, 6257.

a) opraHusaums pexuma obecnedeHus  6e30MacHOCTM  MOMELLEHWA, B  KOTOPbIX pa3MelleHa
MHPOPMALIMOHHAs CuUCTeMa, nNPEnATCTBYIOLWEro BO3MOXHOCTU  HEKOHTPONMPYEMOrO MPOHWKHOBEHWUS  WUMun
npebbiBaHNSA B 3TUX MOMELLEHUSIX ML, HE MMEIOLLMX NpaBa JOCTyMNa B 3TN MOMELLEHUS;

©) obecneyveHne COXpaHHOCTW HOCUTENEN NEPCOHaNbHbIX AaHHbIX;

B) yTBEPXAEHUE pyKOBOAUTENEM onepatopa AOKYMeEHTa, onpeaensiowero nepedeHb nuy, A0CTYN KOTOPbIX K
nepcoHaneHbIM OaHHbIM, obpabaTbiBaeMbiM B MH(OPMALMOHHON cucTemMe, Heobxoanm AN BbINOSIHEHWS VMMM
cnyXebHbIX (TPyAoBbIX) 0653aHHOCTEN;

r) ucnonb3oBaHWe CpeacTB 3awWuTbl WHGOpMauun, npoweawmx npoueaypy OUEHKA COOTBETCTBUS
TpeboBaHuaM 3akoHogaTenscTBa Poccuiickon ®enepaummn B obnactu obecnedeHunsa 6esonacHoCcTn MHpopmauuu,
B Crnyyae, Korga NnpuMmeHeHne Taknx CpeacTB Heobxoaumo ANnsa HemTpanm3aumm akTyarnbHbIX Yrpos.

6. [Ona BbinonHeHus TpeboBaHWA, ykasaHHOro B noAdnyHKTe "a" nyHKTa 5 HacToswero AOKyMEHTa,
HeobxoamMmo obecneveHne pexuma, NPenAaTCTBYIOLEro BO3MOXHOCTU HEKOHTPONMPYEMOro MPOHUKHOBEHUS WIK
npebbiBaHWs B MOMeLUeHusX, rge pasmelleHbl mncnonb3dyemble CK3W, xpandatcas CK3W u (unum) Hocutenm
KMoYeBOWn, ayTeHTMdMUMpYyoWwen u naponsHon mHgopmauun CK3U (ganee - lNMomelwleHus), nuu, He MMEIOLLNX
npaea goctyna B [omeLleHns, KOTopoe AOCTUraeTcs nyTem:

a) ocHalleHus NomeLLeHUn BXOAHBIMW ABEPbMM C 3aMKaMu, 06ecneyeHns NoCTOSAHHOIO 3aKpbiTUS OBepen
lMomelLeHMn Ha 3aMOK U KX OTKPbITUA TOMbKO AN CaHKLMOHUPOBAHHOIO Npoxoda, a Takke onevyaTbiBaHWs
MoMelLeHUn NO OKOHYaHUKM paboyvero AHs unu obopygoBaHue MNMomeLlleHUn COOTBETCTBYIOLLMMU TEXHUYECKMMM
YCTPOMCTBAMN, CUTHANU3UPYIOLLMMN O HECaHKLUNOHUPOBAHHOM BCKpbITUM MoMeLLeHnn);

0) yTBepxaeHus npaeun goctyna B lNomelleHns B paboyee M Hepaboyee BpeMsi, a Takke B HeLUTaTHbIX
cUTyaumsix;

B) YTBEPXKOEHMS NepeYHs nuu, MMeKLMX Npaso AocTyna B [omeLleHns.

7. Onga BbInonHeHus TpeboBaHWs, yKasaHHOro B MoAanyHkTe "6" nyHkTa 5 HacToswero [OKyMeHTa,
Heob6xoauMmo:

a) OCyWecTBMATb XpaHEHUWe CbEeMHbIX MAalUVMHHBIX HOCUTEeNen MepcoHanbHbIX AdaHHblX B cendax
(meTannuueckux wkadax), 060pyAOBaHHbIX BHYTPEHHMMM 3aMKaMu C ABYMs1 U Oonee aybrnvkatamu Kroven u
npucnocobneHmamMn ansa onevyaTbiBaHWA 3aMOYHBIX CKBaXKMH UMM KOOOBLIMKU 3aMkamu. B cnyyae ecrnv Ha CbeMHOM
MalUMHHOM HOCUTene MNepCcoHarnbHbIX AaHHbIX XPAHATCHA TOMbKO MepCOoHarnbHble AaHHble B 3alncpoBaHHOM C
ucnons3oBaHnem CK3W Buae, gonyckaeTcst XxpaHeHue Takux HocuTenen BHe cendoB (MeTannuyeckux Lwkados);

0) OCyLecTBNATbL MO3K3EMMMAPHBIA Yy4eT MalUMHHbIX HOCUTENEW MepCcoHanbHbIX AaHHbIX, KOTOpPbIA
JocTuraeTcss MNyTeM BedeHUsl JKypHana YydeTa HocuTenerW nepcoHarnbHblX [AaHHbIX C  UCMOSb30BaHUEM
perncTpaumoHHbIX (3aBOACKMX) HOMEPOB.

8. [ns BbINONHeHMs1 TpeboBaHMS, YKa3aHHOrO B MoAnMyHkTe "B" MyHKTA 5 HacTosALWEro OOKYMeEHTa,
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HeobxoaMMo:

a) paspaboTaTb 1 yTBEPAUTL OOKYMEHT, onpeaensitownin nepeyeHb nuy, 4OCTYN KOTOPbIX K MepCOHanbHbIM
OaHHbIM, obpabaTbiBaeMbiM B MHOPMALUOHHOW CUCTEME, HEeOobXoaum Ans BbINOMHEHUS UMK CryKebOHbIX
(TpynoBbIx) ob6A3aHHOCTEN;

0) noggepxuBaTb B akTyarbHOM COCTOSHMU LOKYMEHT, ONpeAensiowmin nepeyeHb nuu, JOCTyN KOTOpbIX K
nepcoHanbHbIM AaHHbIM, obpabaTbiBaemMbiM B MH(OPMaLUOHHON cucTeMe, Heobxoanm AN BbINOSIHEHWS VMM
cnyxebHbIX (TPYAOBbIX) 06513aHHOCTEN.

9. [na BbinonHeHuss TpeboBaHUA, yka3aHHOro B MOAMyHKTe "I MyHKTa 5 HacTosILero AOKYMEHTa,
HeobXxoQMMO Ons  KaXAOoro U3 YPOBHEW 3alUMLEHHOCTM MNepcoHanbHbIX AdaHHblX npumeHeHne CK3U
COOTBETCTBYHLLErO Kracca, no3songwmx obecnednsate 6€30MacHOCTb NEPCOHANbHbIX AaHHbBIX NP peanv3aunm
uerneHanpaBneHHbIX OEeNCTBUA C UCNOMb30BaHMEM annapaTtHbiX W (MNM) NPOrpamMMHbIX CPEACTB C LUenblo
HapyLleHusa 6e3onacHocTu 3awmaemMbix CK3U nepcoHanbHbIX 4aHHbIX MMM CO34aHWs YCrOBUA ANg aToro (ganee
- ataka), KoTopoe AOCTUraeTcsl NyTeM:

a) Mony4YeHus MUCXOOHbIX AaHHbIX ANsi POPMUPOBAHUSA COBOKYMHOCTWU MPELNoOSIOKEHUA O BO3MOXHOCTSX,
KOTOpbIE MOTYT UCNONBb30BaTLCH NPU CO34aHUM CNocob0B, MOArOTOBKE M NPOBEAEHMUN aTak,;

0) dopmupoBaHua ©  yTBEPXKOEHWUS pyKOBoAMTENEeM onepaTtopa COBOKYMHOCTU MNpPeanofiokeHun o
BO3MOXHOCTSAX, KOTOpble MOTYyT WCMOMb30BaTbCA NPU CO34aHMM CnocoboB, MOATOTOBKE M MPOBEAEHUN aTak, M
onpegerneHne Ha 3TOM OCHOBE U C YYETOM TWNa akTyanbHbIX yrpo3 Tpebyemoro knacca CK3U;

B) MCMonNb3oBaHUA Ans obecneyeHus Tpebyemoro ypoBHS 3aLLULLEHHOCTM MEPCOHarbHbIX OAaHHbLIX MPU KX
0bpaboTke B MHopmaumnoHHon cnucteme CK3U knacca KC1 v BbliLwe.

10. CK3W knacca KC1 npumeHsitoTca onst HeMTpanusauum atak, npu co3gaHum cnocoboB, NMOArOTOBKE U
NpOoBeAEHUN KOTOPbIX MCMOMb3YITCA BO3MOXHOCTU U3 YNCTa CeayHoLLnX:

a) cosgaHuMe cnocoboB, nNoaroToBka WM npoBedeHue atak 6e3 npuBneyvyeHusa cneuvanucToB B obnactu
pa3paboTku n aHannsa CK3U;

©) cospaHmne cnocoboB, NOArOTOBKA U MPOBeAEHWEe aTak Ha pasnuyHbIX dTanax XusHeHHoro umkna CK3U
<1>;

<1> K artanam xwu3HeHHoro umkna CK3W oTHocsaTca paspaboTka (MogepHM3auusi) ykasaHHbIX CpeacTs, UX
NPOU3BOACTBO, XpaHeEHMe, TPAHCMOPTUPOBKa, BBOA B SKCNyaTaumto (MyckoHanagovHble paboTkl), akcnnyaTauums.

B) NpoBefeHNe aTaku, HaxOO4ACb BHE MPOCTPaHCTBA, B Mpedenax KOTOPOro OCYLLIECTBMSETCA KOHTPOIb 3a
npebbiBaHNEM M OENCTBUAMU ML, U (MNN) TPAHCMOPTHBLIX CPeACTB (Aarnee - KOHTponvpyemas 30Ha) <1>;

<1> [paHuUen KOHTPONMMPYEeMOW 30Hbl MOryT ObiTb NEPMMETP OXpaHSEeMOW TeppuTopuM MNpPeanpusTUS
(yypexgeHus), orpaxgalolme KOHCTPYKUMM OXPaHAEMOro 34aHus, OXpPaHAeMOW 4acTu 3[4aHus, BblOENEeHHOro
nomeLLeHus.

r) NpoBeAeHne Ha aTanax paspaboTku (MogepHu3aumm), NPOM3BOACTBA, XpPaHeHus, TpaHcnopTuposku CK3A
n atane BBoAa B akcnnyaTtaumio CK3W (nyckoHanago4dHble paboThl) criegyowmx aTak:

BHeCeHe HeCaHKUMOHUPOBaHHbIX ndMeHeHun B CK3U n (unun) B KOMNOHEHTBI annapaTHbIX U NPOrpaMMHbIX
cpeacTB, COBMECTHO C KOTOPbIMU LWTATHO (yHKUMOHUpytoT CK3W 1M B COBOKYMHOCTW NpeacTaBnsioliMe cpeny
dyHKUMoHnpoBaHusa CK3U (ganee - CP), kKoTopble cnocobHbI NOBMMATL Ha BbINOMHEHUE NpeabsBnsaemMbix k CK3U
TpeboBaHuiA, B TOM YMCNE C UCMOSTb30BaHNEM BPEAOHOCHbLIX Nporpamm;

BHeCeHMe HeCaHKUNOHUPOBaHHbIX M3MeHeHu B JokyMeHTauuio Ha CK3W 1 komnoHeHTbl CO;

A) NpoBeAeHne atak Ha aTane akcnnyataumm CK3U Ha:

nepcoHarnbHble JaHHbIE;

KIHOYEBYH, ayTEHTUDULMPYIOLLYIO 1 NMaporibHY MHopmaumio CK3U;

nporpaMmmHble koMnoHeHTbl CK3U;

annapartHble KoMnoHeHTbl CK3U;

nporpaMmmHble KOMNoHeHTbl C®, BKkMoyasi nporpammHoe obecneyexme BIOS;

annapaTHble KOMMNOHEHTbI CP;

AaHHble, NepegaBaeMble Mo KaHanam CBs3W;

WHble OObLEKTbl, KOTOpble YCTaHOBMEHbI NPU (OPMUPOBAHUM COBOKYMHOCTU MNPELMNONIOKEHUA O
BO3MOXHOCTAX, KOTOpble MOryT WUCMOMb30BaTbCA MpU CO34aHuM crnocoboB, MOArOTOBKE W MPOBEAEHUM aTak C
y4eTOM NPUMEHSAEMbIX B MHPOPMALIMOHHOW cUCTEME MHAPOPMALMOHHBIX TEXHOMNOMMIA, annapaTHbIX CPeACcTB (ganee
- AC) n nporpammHoro obecnedeHus (ganee - NO);

e) nonydeHue n3 HaxogsaLWwmxcs B cBOOOHOM goctyne NCTOYHUKOB (Bkntovas
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WH(POPMALIMOHHO-TENEKOMMYHUKALIMOHHbIE CETU, OOCTYM K KOTOPbIM HE OrpaHuMyeH onpeaeneHHbIM Kpyrom nu, B
TOM u4ucne MHPOPMALMOHHO-TENEKOMMYHUKALMOHHYIO ceTb "MHTepHeT") uHdopmaumm o6 uHhpopmaumoHHON
cucteme, B kotopor ucnonbadyetcs CK3W. NMpu atom moxeT 6bITb NonyveHa cneayowas nHopmauus:

obuwue ceegeHusa o6 MHGoOpMaLMOHHOM cucTeme, B KoTopoun mcnonbdyetrca CK3W (HasHaveHue, cocTas,
onepaTop, 06bEKThI, B KOTOPbIX pa3MeLLeHbl peCcypcbl UHPOPMALIMOHHOW CUCTEMBI);

cBefeHus 06 MHOPMaLUOHHbIX TexHomorusx, 6asax gaHHbix, AC, MO, ucnonbayembix B UHHOPMaLMOHHOM
cucteme coBmectHo ¢ CK3W, 3a wWCKMYEeHMEM CBEAEHUN, COAEpXaLMXCA TONMbKO B KOHCTPYKTOPCKOW
OOKYMeHTaumMm Ha UHOPMaLUNOHHbIe TexHorornu, 6asel gaHHbx, AC, MO, ncnonb3yemble B MHMOPMAaLMOHHON
cucteme coBmecTHo ¢ CK3U;

cofepxaHue KOHCTPYKTOpCKon AokymeHTauun Ha CK3U;

cogepxaHve Haxogsuencsa B cBobogHOM [AOCTyne [OKyMEHTauum Ha annapatHble U nporpaMmHble
koMnoHeHTbl CK3 n Co;

obLwme cBedeHns O 3almaemMon nHopmaumm, ucnonb3dyemon B npouecce akcnnyatauumn CK3U;

CcBeJeHWs O kKaHanax CBA3W, No KOTopbIM nepegatoTces 3awmwaemble CK3W nepcoHanbHble AaHHble (aanee -
KaHan cBsA3n);

BCE BO3MOXHbl€ [aHHble, NepedaBaemMble B OTKPbITOM BMAE MO KaHanam CBSA3W, He 3allULLEHHbIM OT
HeCaHKLMOHUPOBAHHOMO A0CTYyNa K MHpopMauum opraHM3auoHHBIMU U TEXHUYECKUMUN MepaMMu;

cBefeHMs 000 BCeX MPOSABMSOWMUXCA B KaHanax CBSI3W, HE 3allULLIEHHbIX OT HEeCaHKUMOHWPOBAHHOTO
OoCTyna K MHpopmMauuym OpraHn3aunoHHBIMU U TEXHUYECKMMW Mepamu, HapyLLeHnax npasun akcnnyaTtaunm CK3U
n Co;

cBefeHMss 000 BCeX MPOSABMSOLWMNXCA B KaHanax CBSI3W, HE 3alUULLIEHHbIX OT HEeCaHKUMOHWPOBAHHOTIO
JocTtyna K uHcopmaumm opraHvM3auMoHHBIMU U TEXHUYECKMMU Mepamu, HEUCNPAaBHOCTAX M cOOAX annapaTHbIX
komnoHeHToB CK3U n Co;

cBefeHus, nonyyaemMble B pesyrnbTate aHanuaa ntobbix CMrHamnos oT annapaTtHbix komnoHeHToB CK3U n Co;

X) NpUMEeHeHue:

Haxogswmxca B cBOGOAHOM AOCTyNe UM UCMNOfMb3yeMbIX 3a npegenamu KoHTponupyemon 3oHbl AC u MO,
BKIOYas annapaTHble 1 nporpaMmMHble KomnoHeHTbl CK3U n Co;

cneumanbHo paspaboTtaHHbix AC 1 IN0;

3) CMONb30BaHWE Ha 3Tane 3KcnnyaTauun B Ka4ecTBe cpedbl NepeHoca oT cybbekTa K 00bekTy (0T obbekTa
K cyObekTy) atakm AeNCTBUIA, OCYLLECTBIISAEMbIX NPY NOATOTOBKE 1 (UNN) NPOBEAEHUN aTaKu:

KaHanoB CBA3W, He 3alUMLLEHHbIX OT HECAHKLUMOHMPOBAHHOIO JOCTYNa K MHAOPMaLMn opraHn3aLMoHHbIMU 1
TEXHUYECKNMUN Mepamu;

KaHanoB pacnpoCcTpaHeHUs cUrHarnoB, conpoBoXaatoLwmnx dyHkunoHmposaHne CK3U n Co;

W) NpoBeAeHMEe Ha aTane aKcniyatayuuMu ataku 3 MHOPMaLMOHHO-TENEKOMMYHMUKALNOHHBIX CETEN, JOCTYN
K KOTOPbIM He OrpaHv4yeH onpedeneHHbiM KpyromMm vy, ecnv WHGOPMauUMOHHbIE CUCTEMbI, B KOTOpPbIX
ucnonb3ytotrca CK3U, nmetot BbIxog B 3TU CeTy;

K) MCMONb30BaHUE Ha aTane aKcnnyaTauumn Haxogsawmxcs 3a npegenamm koHTponupyemon 3oHel AC 1 MO u3
cocTaBa cpeacTtB MHPOPMaLMOHHOW CUCTEMBI, MPUMEHSIEMbIX Ha MecTax akcnnyaTauun CK3U (ganee - wtatHble
cpencrtBa).

11. CK3W knacca KC2 npumeHsitoTca ons HerMTpanusauum atak, npu co3gaHum cnocoboB, MOArOTOBKE U
NPOBEAEHUN KOTOPbIX UCMOMb3YOTCS BO3MOXHOCTU U3 YMCNa NepeyncrieHHbIX B MyHKTe 10 HacTosILLEero AoKyMeHTa
N HE MEeHee OOHOW M3 CrieayloLmMX AONONHUTENbHbLIX BO3MOXHOCTEN:

a) NpoBeAeHVEe aTakun Npu HaXOXAeHUN B Npegenax KOHTPONMpyeMOn 30Hbl;

©0) npoBefeHue aTak Ha aTtane akcnnyatauun CK3U Ha cnepyowmne o6bekTb:

AokymeHTaumo Ha CK3U n komnoHeHTbl CO;

lMomelLeHus, B KOTOPbIX HAXOAWUTCH COBOKYMHOCTb MPOrPaMMHBLIX W TEXHUYECKUX 3JIEMEHTOB CUCTEM
00paboTKkM AaHHbIX, CMOCOBHbIX (PYHKLMOHMPOBATb CAMOCTOSATENBHO WM B COCTaBe APYrMX cucTem (ganee -
CBT), Ha koTopbix peanu3oBaHbl CK3U n Co;

B) MonyyYyeHne B paMKax NpedocTaBreHHbIX MOMTHOMOYMI, a Takke B pesynbTate HabnwogeHun cregyrowlen
MHpopmaunu:

CcBeEHVN O PU3MYECKMX Mepax 3alinTbl OOBLEKTOB, B KOTOPbIX pas3MeLleHbl pecypcbl MHGOPMAaLMOHHOM
CUCTEMB;

cBeeHMI 0 Mepax Mo 0becnevYeHnto KOHTPONMPYEMOW 30HbI OOBHLEKTOB, B KOTOPbIX pa3MeLLeHbl pecypchl
MHPOPMAaLIMOHHON CUCTEMBI;

cBefleHMNn O Mepax Mno pasrpaHudeHuto goctyna B [NomeleHus, B koTopbix HaxoasTcs CBT, Ha koTopbix
peanu3oBaHbl CK3U n Co;

r) WMCMONb30OBaHWE LWTATHbIX CPEACTB, OrpaHWYeHHOe Mepamu, peanu3oBaHHbIMU B WHGOPMALMOHHOMN
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cucteme, B koTopon ucnonbdyetca CK3W, »n HanpaBneHHbiIMM Ha npefoTBpalleHne un  npeceyeHue
HeCaHKLMOHNPOBAaHHLIX OENCTBUMN.

12. CK3W knacca KC3 npumeHsaoTCa ons HeMTpanusauum atak, npu co3gaHum cnocoboB, NOArOTOBKE U
NpoBeaeHUN KOTOPbIX MCMOMb3YHTCA BO3MOXHOCTU M3 4Yuicrna nepeyncrnieHHbix B nyHktax 10 n 11 Hacrtoswero
OOKYMEHTa U He MeHee OJHON U3 creayoLWwmnx OOMONHUTENbHBIX BO3SMOXHOCTEMN:

a) comsmyecknin goctyn k CBT, Ha koTopbix peanu3oBaHbl CK3UN n CO;

0) BO3MOXHOCTb pacnonaratb annapatHbiMn KomnoHeHTamn CK3UM un C®P, orpaHudeHHass mepamu,
peanu3oBaHHbIMU B MHAOPMAaLMOHHOM cucTeme, B KoTopoun wucnonbdyetca CK3W, u HanpaBneHHbIMM Ha
npegoTBpaLleHne U NpeceyeHne HeCaHKLUMOHUPOBAHHbIX AEACTBUN.

13. CK3UM knacca KB npumeHsitoTca ANs HERTpanusaumMm aTak, npyu co3fgaHuu cnocoboB, NOAroTOBKE M
NpoBeaeHUN KOTOPbIX UCMONb3YTCA BO3MOXHOCTU U3 4uicna nepeyvrcneHHbiX B nyHktax 10 - 12 Hactoswero
OOKYMEHTa 1 He MeHee OHOWN U3 criefyoLmxX AOMONHUTENbHbIX BO3MOXHOCTEMN:

a) cosgaHune cnocobos, NOArOTOBKa M NpoBeAeHMEe aTtak C NpyMBNeYeHneM cneunanucTos B obnactn aHannsa
curHanos, conpoBoxaatowmx yHkumoHnposaHue CK3UN n CO, n B obnactu mcnonb3oBaHUA Ans peanusauum
aTak HeJOKYMEHTUPOBaHHbIX (HeAeKnapnpoBaHHbIX) BO3MOXHOCTeN npuknagHoro MO;

0) npoBegeHne nabopaTopHbix uccnegoBaHun CK3W, uvcnonb3yemMbix BHE KOHTPONUPYEMOW 30HHbI,
OrpaHM4YEeHHOE MepaMu, peann3oBaHHbIMW B MH(OPMAUMOHHOW cucTeme, B KoTopon wucnonb3yetcs CK3U, wn
HanpaBfeHHbIMU Ha NPeAOoTBPAaLLEHME U MpecevYeHne HECAHKLMOHUPOBaHHbIX AENCTBUN;

B) npoBefeHne paboT no co3gaHuMio CnocobOB M CPeACTB aTak B Hay4yHO-MCCrieaoBaTeNbCKUX LIEHTpaXx,
cneumanuaupyoLwmxca B obnactu paspadotkm n aHanusa CK3UN n CO, B ToM yncne ¢ Mcnonb3oBaHUEM NMCXOOHbIX
TekcToB Bxogswero B CO npuknagHoro MO, HenocpeacTBEHHO MCMOMb3YOLWEro BbI30Bbl MPOrpaMMHbIX PYHKLUIA
CK3W.

14. CK3W knacca KA npuMeHsOTCA ANs HemTpanu3auuu atak, npyu co3gaHun cnocobos, MOArOTOBKE WU
NpoBeaEeHUN KOTOPbIX UCMONb3YTCA BO3MOXHOCTU U3 4nicna nepedncrieHHbix B nyHktax 10 - 13 Hactoswero
OOKYMEHTa N HE MEHee OOHON U3 crefyoLmx AOMNOMHUTENbHbBIX BO3MOXHOCTEMN:

a) cosgaHue cnocoboB, MOAroToBKa M MPOBEAEHUE aTak C NpuBIEYEeHMeM cneumanuctoB B obnactu
NCNONb30BaHUA ANS peanv3auun atak HeJOKYMEHTUPOBAHHbIX (HEAEKNapMpoOBaHHbIX) BO3MOXHOCTEN CUCTEMHOrO
Mno;

©) BO3MOXHOCTb pacnonaratb CBEAEHUSMW, COAEPXKALUMMUCA B KOHCTPYKTOPCKOM AOKYMEHTauuu Ha
annapaTtHble U NPOorpamMmmMHbIe KOMMOHEHTbI C®;

B) BO3MOXHOCTb pacrnonaraTb BceMu annapatHbiMu KomnoHeHTamu CK3U n Co.

15. B npouecce ¢opMMpPOBaHUS COBOKYMHOCTU MPEeANnONOXeHUA O BO3MOXHOCTAX, KOTOpble MOryT
MCnonb3oBaTbCA NpU CO3AaHuM cnocoboB, NOArOTOBKE U NPOBEAEHMU aTak, AOMOSIHUTENbHbIE BO3MOXHOCTU, HE
BXOOSLUME B YMCNO MNepeyncrieHHblx B nyHktax 10 - 14 HacTosiwero [OKYMEHTa, He BIMSIOT Ha Mopsgok
onpegeneHusa Tpedyemoro knacca CK3U.

lll. CocTaB n cogepxxaHne opraHn3aLnoOHHbIX
N TEXHUYECKUX Mep, HEODXOANMBIX A5 BbINOSTHEHUS
yCcTaHoBMeHHbIX [paBuTensctBoM Poccuiickon ®enepauum
TpeboBaHWi K 3aLUMTe NepCcoHasbHbIX AaHHbIX
ans 3 ypoBHS 3alUULLEHHOCTU

16. B cooTBeTcTBUM C NyHKTOM 14 TpebGoBaHW K 3aliMTe MepcoHasibHbIX OAHHbIX Ans obecrneveHus 3
YPOBHS 3aLUULLEHHOCTM MEPCOHArbHbIX AaHHLIX NpyM UX 00paboTke B MHAOPMALMOHHBLIX CUCTEMAax MOMUMO
BbINONHEHNs1 TpeboBaHUN, MpegyCMOTPEHHbIX MYHKTOM 5 HacTosILero [OKyMeHTa, HeoOXOAMMO BbIMOSTHEHUE
TpeboBaHMs O Ha3HAYEeHUUN OOJMKHOCTHOrO nvua (paboTHMKa), OTBETCTBEHHOro 3a obecneveHme ©e30nacHOCTU
nepcoHarnbHbIX AaHHbIX B MIHOPMaLVMOHHOW cucTeme.

17. Ona BbINONHeHUsi TpeboBaHWs, YKA3aHHOro B MyHKTe 16 HaACToAWEero AOKYMeHTa, HeobxoamMmo
HasHayeHne obnagamowero [AOCTaTOYHbIMU  HaBblkaMW  OOMMKHOCTHOrO nwuua  (paboTHuka) onepartopa
OTBETCTBEHHbIM 3a obecneyeHne 6€30MacHOCTM NepPCOHasnbHbIX AaHHbIX B MUHHPOPMAaLMOHHOM CUCTEME.

18. [Ons BbINONHeHUss TpeboBaHMs, yka3aHHOrO B noAnyHkTe "r" nyHKTa 5 HacTosLero AOKYMEHTa,
Heob6Xx04MMO BMECTO Mepbl, NPeAYCMOTPEHHOM NOAMNYHKTOM "B" MyHKTa 9 HACTOSALWEro JOKYMeEHTa, UCMOoNb30BaThb
anst  obecneyeHus TpebyeMOro ypOBHsI 3alUMLLEHHOCTW MNepcoHarnbHbIX OaHHbIX MNpu WX 00paboTke B
MHOPMAaLIMOHHON CUCTEME:

CK3W knacca KB u Bblile B criyyasx, koraa ang MHopMaLuoHHOW CUCTEMbI akTyarbHbl Yrpo3sbl 2 TMNa;

CK3W knacca KC1 u BbiLwe B cnyyasx, koraa Ans UHQOpMaunMoHHON CUCTEMbI akTyarbHbl Yrpo3bl 3 Tvna.
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IV. CocTaB u cogep>xaHne opraHM3aunoHHbIX
N TEXHUYECKUX Mep, HEOBXOANMBIX AN BbINOMHEHNST YCTaHOBMEHHbIX
MpaButenscTBoM Poccuinckon deaepaumm TpeboBaHni K 3awimte
nepcoHarnbHbIX AaHHbIX ANs 2 YPOBHS 3aLLMLLEHHOCTU

19. B cootBeTctBUM € nyHKTOM 15 TpeboBaHW K 3aluTe NepcoHanbHbIX OaHHbIX Ang obecnedeHus 2
YPOBHS 3aLUMLLEHHOCTU MepcoHarnbHbIX AaHHbIX MpU UX 00paboTke B WMHM(OPMAUMOHHBLIX CUCTEMAxX MOMUMO
BbINOSNIHEHNs] TpeboBaHWIA, NPEeayCMOTPEHHbIX MNyHkTamu S5 ©n 16 HacTosWero AOKyMeHTa, Heobxoammo
BbINOSNIHEHNE TpeboBaHMS O TOM, 4TOBbI [OCTYM K COAEPXXaHMIK JIEKTPOHHOro XypHana coobuweHun Obin
BO3MOXEH WCKIIYMNTENBHO ANsl OOIMKHOCTHbIX nuy, (paboTHMKOB) onepaTtopa WM YNOSIHOMOYEHHOrO Nmua,
KOTOpPbIM CBEAEHWs, COoAepXalimecss B YKa3aHHOM >XypHane, Heobxoaumbl AN BbINOMHEHMS CryXebOHbIX
(TpymoBbIx) obsa3aHHOCTEN.

20. [ns BbinonHeHus TpeboBaHus, ykazaHHOro B NyHKTe 19 HacToswero AoOKyMmeHTa, He06x0AMMO:

a) yTBEpXOEHME pyKoBOAUTENEM onepaTtopa Cnucka nul, OONYLEHHbIX K COAEPXaHMI SMEKTPOHHOro
XypHana coolLUeHniA, 1 NogaepKaHWe yKa3aHHOro Cnucka B akTyaribHOM COCTOSIHUW;

0) obecneyeHne WH(POPMALMOHHOW CUCTEMBbI ABTOMATM3UPOBAHHLIMW CpeacTBamMu, PErncTpyupyrolmMMm
3anpocbl nonb3oBaTenen MHPOPMALMOHHOW CUCTEMbI Ha MONTyYeHWEe NepcoHarbHbIX AaHHbIX, a Takke akThbl
npeaocTaBfeHNs NePCOHAanbHbIX AaHHbIX MO 3TUM 3anpocam B 3NIEKTPOHHOM XXypHare CoobLLEeHN;

B) obecneyeHne MHHOPMALIMOHHOW CUCTEMbI aBTOMATU3UPOBAHHLIMU CPEACTBaMM, UCKIOYaOLWUMKN AOCTYN
K COOEPXaHWIO 3NEKTPOHHOIO >XypHana COOOLEeHUA Iuu, He YyKasaHHbIX B YTBEPXAEHHOM pPYKOBOAUTENEM
onepaTtopa Cn1ckKe Nuu, AONYLEHHbIX K CoAepXaHNIo 3NTEKTPOHHOIO XypHara coobLeHn;

r) obecnevyeHve NEpPUOAMYECKOrO KOHTpPONs paboTocnoCOBGHOCTM ykal3aHHbIX B noAmnyHkrax "6" mn "B"
HacTOosILLEero NyHKTa aBTOMaTU3MpOBaHHbIX cpeacTs (He pexe 1 pasa B nonroga).

21. [Ona BbINnonHeHuWst TpeboBaHWsA, yKa3aHHOroO B MOANyHKTe "r" MNyHKTa 5 HacToswero [OOKyMeHTa,
HeobxoOMMO BMECTO Mep, NpefyCMOTPEHHbIX MOANyHKTOM "B" MyHkTa 9 M nyHKTOM 18 HacTosiLLero OOKyMEHTa,
ncnonb3oBaTb Ang obecneyeHns Tpedyemoro ypoBHs 3aLUMULLEHHOCTM NEPCOHanbHbIX AaHHbLIX NPU ux 0bpaboTke B
MHPOPMaLIMOHHON CUCTEME:

CK3W knacca KA B cnyyasx, korga ans uHopMaumnoHHOW CUCTEMBI akTyarbHbl Yrpo3bl 1 TUna;

CK3W knacca KB u Bbllwe B cnyyasx, korga ansg MHhopMaunoHHOW CUCTEMBI akTyarbHbl Yrpo3bl 2 TUNa;

CK3W knacca KC1 u Bbilwe B cny4yasx, korga ans UHQopMaumoHHON CUCTEMbI akTyarnbHbl Yrposbl 3 Tvna.

V. CocTaB n cogepxaHue opraHu3aunoHHbIX
N TEXHUYECKNX Mep, HEOBXOANMBIX A5 BbIMOMHEHNS YCTAHOBIEHHbIX
MpasuTtensctBom Poccuiickon ®egepaumm TpeboBaHMn K 3awumTe
nepcoHanbHbIX AaHHbIX ANs 1 yPOBHSA 3aLUMLLEHHOCTH

22. B cooTBeTCTBMM C NyHKTOM 16 TpeboBaHMi K 3awimTe MNepcoHarnbHbIX AaHHbIX Ans obecneveHus 1
YPOBHS 3aLUMULLEHHOCTM MEePCOHarbHbIX AaHHbIX NpyM ux o0bpaboTke B MHAPOPMALMOHHBLIX CUCTEMax MNOMUMO
BbINOMHEHNs TpeboBaHWi, NpPeaycMOTPEeHHbIX MNyHkTamu 5, 16 u 19 HacToswero AoKymeHTa, Heobxogmmo
BbIMOSIHEHVE crieayoLmx TpeboBaHui:

a) aBTOMaTMyeckas perucTpauus B 3NEKTPOHHOM XypHane 6e30nacHoCTM W3MEHEeHWst MOSIHOMOYNIA
COTPYyAHWKa onepartopa no JOCTyny K NepcoHanbHbIM AaHHBIM, COAepXaLLMMCH B MIHPOPMaLMOHHON CUCTEME;

6) co3gaHue OTAenbHOro CTPYKTYPHOro nogpasgerneHusi, 0TBETCTBEHHOro 3a obecneyeHne 6e30nacHOCTM
nepcoHanbHbIX AaHHbIX B MHOPMaLUMOHHON cnucteme, MMBo BO3NoXeHne ero pyHKUMIM Ha OAHO M3 CYLLECTBYHOLLMX
CTPYKTYPHbIX NOApa3aeneHun.

23. Onga BbInonHeHus TpeboBaHWs, yKa3aHHOrO B MOAMYHKTe "a" myHKTa 22 HacTOAWero AOKYMEHTa,
Heob6xoauMmo:

a) obecneyeHve WHHOPMALMOHHOW CUCTEMbI aBTOMaTU3MPOBaHHbIMKM CpeacTBaMu, MO3BOMSIOWMMU
aBTOMaTUYeCKN pEermcTpmpoBaTb B 3NEKTPOHHOM >XypHarne 6e30MacHOCTU U3MEHEHUS MOJSTHOMOYUA COTPYAHMKA
onepaTopa no AOoCTyny K NepcoHarnbHbIM AaHHbIM, COAepXauMcs B MHPOPMaLMOHHON CUCTEME;

6) oTpaxkeHMe B OMEKTPOHHOM >XypHane ©6e30nacHOCTM MONHOMOYMI COTPYOHMKOB onepartopa
nepcoHarnbHbIX AaHHbIX MO AOCTYMY K NepcoHarbHbIM AaHHbIM, COAEePXKalUMMCS B UHMOPMALMOHHOW CUCTEME.
Yka3aHHble NOfIHOMOYNSA OOMKHbI COOTBETCTBOBATb AOMMKHOCTHBIM 00513aHHOCTAM COTPYAHMKOB OMnepaTopa;

B) HasHayeHWe onepaTopoM nuvua, OTBETCTBEHHOro 3a NepuoaMYECKUn KOHTPOSb BeAEHUs SMNEKTPOHHOro
XypHana 6e30nacHOCTM U COOTBETCTBUSI OTPaKEHHbIX B HEM MOMHOMOYMA COTPYAHUKOB onepatopa WX
OOMKHOCTHBIM 06A3aHHOCTSM (He pexe 1 pasa B mecsL,).

24. [Ins BbINonHeHus1 TpeboBaHus, ykazaHHOro B MnoAnyHkTe "0" MyHKTa 22 HAcCTOSLWEro AOKYMEHTa,
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HeobxoAMMO:

a) nMpoBecTM aHanu3 uenecoobpasHOCTW Co34aHMA OTAENbHOro  CTPYKTYPHOrO  MOApasaeneHus,
OTBETCTBEHHOrO 3a obecneyeHne 6e30nacHOCTM NepCoHanbHbIX AaHHbIX B MUHPOPMALMOHHON CUCTEME;

0) cospatb OTAenbHOe CTPYKTYpHOEe noApasfaeneHve, OTBETCTBEHHOe 3a obecneveHne ©Ge3onacHOCTU
nepcoHanbHbIX AaHHbIX B MHCOPMAaLMOHHON cucTemMe, Nnbo BO3NOXNTb €ro OyHKLUUN Ha OOHO U3 CYLLECTBYOLLNX
CTPYKTYPHbIX NOApa3aeneHun.

25. [Ina BbInonHeHus TpeboBaHMs, yKasaHHOro B MognyHkTe "a" nMyHKTa 5 HacTosiero OOKyMeHTa, ans
obecneyeHns 1 ypoOBHS 3aLLMLLEHHOCTM HEOBXOANMO:

a) obopygoBaTb OkHa [MomeLleHniA, pacnonoXeHHbIe Ha NepBbiX U (MNW) NOCNeAHUX aTaxax 34aHuN, a Takke
okHa lMomelleHnn, HaxoaALWMEeC OKOSO MOXAaPHbIX NECTHUL, 1 APYrMX MECT, OTKyAa BO3MOXHO MPOHWKHOBEHWE B
lMomelLeHns NOCTOPOHHMX NUL, MEeTanfMYecKUMM pelleTkamu UM CTaBHSMM, OXPaHHOW CuUrHanu3auuen unu
OpYyrumun cpeacTesamu, NPensaTCTBYOLWUMU HEKOHTPONMPYEMOMY NPOHUKHOBEHWIO MOCTOPOHHUX UL, B MOMELLEHUS;

©) obopynoBaTb OokHa u ABepu NMomeLlleHnn, B KOTOPbIX pasMmeLleHbl cepBepbl HHPOPMALMOHHOW CUCTEMBI,
MEeTannMyeckuMmn peLleTkamn, OXPaHHOW CurHanmsauveni unuv  Apyrumu  cpeactBamuv, NpPensiTCTBYHOLWUMM
HEKOHTPONUPYEMOMY MPOHMKHOBEHUIO MOCTOPOHHUX ML, B MOMELLEHNS.

26. [Ona BbINnonHeHwWst TpeboBaHWSA, yKa3aHHOrO B MoAnNyHKTe "r" MNyHKTa 5 HacToswero [OOKyMeHTa,
HeobxoOuMMO BMECTO Mep, MNPeAyCMOTPEHHbIX noAanyHkToM "B" nyHkTa 9, nyHkTamm 18 m 21 HacTosiwero
OOKYMEHTa, Ucnonb3oBaTth Ans obecnevyeHnsi TpebyemMoro ypoBHS 3alLMLLEHHOCTU NepCoHanbHbIX AaHHBIX NPU KX
06paboTke B MHHOPMALIMOHHON CUCTEME:

CK3W knacca KA B cnyyasix, korga Anst UHopMaUMOHHON CUCTEMbI akTyarnbHbl Yrpo3bl 1 TMna;

CK3W knacca KB u Bbllwe B criyyasx, koraa ans MHopMaLunoHHOW CUCTEMbI akTyarlbHbl Yrpo3bl 2 Tuna.
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